19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44

46
47
48
49

50

52

Optimized Hyperdimensional Edge Al Evaluation for Efficiency and Reliability

under Real Radiation

ANU]J JUSTUS RAJAPPA, University of Antwerp - imec, IDLab - Faculty of Applied Engineering, Belgium
LAURA SMETS and PHILIPPE REITER, University of Antwerp - imec, IDLab - Department of Computer Science,
Belgium

PAOLO RECH, Universita di Trento, Italy

YNTE VANDERHOYDONC, RITESH KUMAR SINGH, and SIEGFRIED MERCELIS, University of

Antwerp - imec, IDLab - Faculty of Applied Engineering, Belgium
JEROEN FAMAEY, University of Antwerp - imec, IDLab - Department of Computer Science, Belgium

Hyperdimensional Computing (HDC) is an emerging Al algorithm, touted to be an efficient, neuro-inspired and reliable alternative to
neural networks for Edge AL HDC utilizes hypervectors with several thousand elements; the number of elements in these hypervectors
denotes the HDC dimension. This dimension can be optimized for improving the efficiency and reliability of HDC inference against
errors such as bit-flips, which can be caused by environmental radiation-induced soft errors. We hypothesize that, by reducing the
runtime chip area and execution time utilized by HDC inference through lowering dimensionality, both efficiency and reliability
against soft error-induced bit-flips can be simultaneously improved while trading off a negligible amount of accuracy and error
threshold. We tested our hypothesis by executing an HDC inference algorithm with two different dimension values, 10000 (10k) and
1024, on a commercially available, low-power, bare-metal ARM platform with a Cortex-M4 processor. We conducted the efficiency
analysis by measuring the CPU cycles and energy required for executing the algorithm, and the reliability analysis using real-world
atmospheric-like neutron radiation from the Chiplr facility in Oxfordshire, UK. Analyses revealed that, by lowering the HDC dimension
from 10k to 1024, the reliability of HDC inference against soft error-induced bit-flips was 3.5 times better and efficiency improved by
more than 16 times. This innovative observation contrasts the prevailing understanding in the community that increasing the HDC
dimension always improves robustness or reliability. To the best of our knowledge, our work is the first to study the reliability of HDC

inference using real-world radiation.
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1 INTRODUCTION

As a rapidly emerging, neuro-inspired aritifial intelligence (AI) algorithm of interest, Hyperdimensional Computing
(HDC) is positioned to be a superior alternative to neural network (NN) in terms of reliable and resource-efficient
execution, making it a suitable candidate for Edge Al [7, 12]. HDC algorithms inherently support parallel processing
and utilize bitwise operations rather than the intensive multiply-accumulate operations found in NN and deep learning.
Hence, several hardware implementations have been developed to leverage this efficient execution of HDC [12]. However,
any changes to hardware are often costly to implement [57] or may not be realizable with existing architectures. Hence,
we focused on software changes for HDC algorithms and evaluated those changes using an existing hardware platform.
Bit-flips, where a bit becomes inadvertently inverted from zero to one or one to zero, can be caused by several factors,
such as cosmic and atmospheric radiation, radioisotopic impurities in the packaging and chip materials [11], voltage
scaling [27], readout errors in memories [38, 57], temperature fluctuations, aging and technology scaling [59, 60]. HDC
uses hypervectors (HVs); i.e., vectors made of thousands of elements that leverage holographic representation, where
each element is made of single or multiple bits. Hence, when bits or elements fail, the information degrades in relation
to the number of failing elements irrespective of their position. Therefore, HVs are inherently more reliable against
bit-flips when compared to position-dependent standard binary representations where every bit counts [26].
However, understanding the overall reliability of HDC against hardware errors such as bit-flips is key to employing
it in mission-critical domains. Hence, there is a need for all possible hardware components in an HDC model to be
considered for a comprehensive evaluation of its reliability against hardware errors as most studies do not consider
all parts of an HDC model in their evaluation [38]. Besides, the efficiency of HDC systems should also be considered

during its design [38]. These two considerations have been addressed in this work.

1.1 Soft error-induced bit-flips

Electronic devices in places such as office buildings, nuclear reactors or outer space are constantly being bombarded by
energetic sub-atomic particles such as neutrons, protons, electrons and ions that are usually not visible to the naked eye.

Some of these particles are capable of ionizing atoms (knocking an electron off an atom) either directly or indirectly.

0 0 0 1 0 1 1 0 |=22¢
<]
= RADIATION
-

0 ? 0 1 0 1 1 0

Fig. 1. A bit flip due to radiation in an 8-bit memory
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Evaluating efficiency and reliability improvement by HDC dimension reduction 3

The energy emitted in the form of these moving ionizing particles is called radiation [23]. This article does not consider
the energy emitted in the form of electromagnetic waves, which is also known as radiation [23].

This particle-based radiation can sometimes interact with semiconductors present in electronic devices, which can
cause a variety of malfunctions [19, 36]. One such malfunction shown in Figure 1 is a single bit-flip, where a bit of
data can inadvertently change from representing 0 to 1 or 1 to 0. This affects the reliability of the data stored in the
memory. For instance, Figure 1 shows a single bit-flip deviating the value 22 stored in an 8-bit memory and increasing
it by almost 4 times, with room for more deviation! This type of error is called a soft error as it can be corrected by
performing certain normal functions, such as a write, which is in contrast to hard errors that are not correctable [23].

Multiple terms are used to quantitatively analyze the effect of radiation due to a given type of particle. For instance,
within a given period of time, the number of particles incident on a surface divided by the surface area is referred to as
fluence [23]. Within that given period of time, the number of soft errors encountered by the device under the surface
area divided by fluence is referred to as soft error cross-section, which is a measure of the device’s susceptibility to
soft errors for that type of particle and it depends on the device’s operating conditions [23]. The time rate of change
of fluence is called flux [23]. The articles [19] and [36] have detailed information on the effects of radiation, particle
accumulation and their propagation. The articles [43] and [42] analyze the signals involved in radiation effects such as
clock and data. Various terms and knowledge about the radiation experiment are detailed in Section 2, Section 6 and
Annex A of the JEDEC JESD89B:2021 standard document [23].

These bit-flips can lower the reliability of HDC inference, a process that is paramount to safety-critical domains using
Edge Al such as autonomous vehicles, medical instruments [40], avionics [29], Internet of Space Things (IoST) [44], and
nuclear power plants [48]. Due to the abundance and impact of neutron radiation in real-world terrestrial atmospheric
conditions [23], we studied the impact of soft error-induced bit-flips [23] on HDC inference using atmospheric-like
neutron particle-based radiation from the Chiplr facility in Oxfordshire, UK [11, 13] with a low-power, bare-metal

commercially available off-the-shelf (COTS) test device, whose results are also applicable in space environments [10, 14].

1.2 HDC algorithm

The two main processes associated with the HDC algorithm executed for the study are the inference with the test device
and the training on a personal computer (PC), using the following hyperdimensional arithmetic vector operations [53].

Elementwise XOR: When two or more HVs with binarized elements (binary HV) are considered, they can be combined
using the XOR boolean operation. Here, the elements with the same index in the considered HVs undergo XOR operation,
and the output from XOR is stored in the same index of an output HV, thus, the output is a binary HV.

Elementwise addition: When two or more HVs with integer elements (integer HV) or binarized elements are considered,
they can be combined using the addition operation. Here, the elements with the same index in the considered HVs
undergo addition, and the addition output is stored in the same index of an output HV, thus, the output HV has integer
elements. The maximum value an element can reach in the HV (MAX,) of the output when only binary HVs are
considered is the number of HVs considered, thus, each binary HV adds +1 towards MAX, of the output HV. When
integer HVs are also considered, they add their + MAX, value towards the output HV’s MAX,, instead of +1.

Elementwise subtraction: When two or more binary or integer HVs are considered, they can be combined using
the subtraction operation. Here, the elements with the same index in the considered HVs undergo subtraction, and
the subtraction output is stored in the same index of an output HV, thus, the output HV can have integer elements.
Elementwise subtracting a binary HV from an integer HV with MAX, value is the only scenario considered in this article,

and MAX, — 1 is the new MAX, of the output HV. This article does not consider other subtraction scenarios between
Manuscript submitted to ACM
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. HDC Key sub- Input Class protc_)ty‘pe HVs Inference
inference (Associative
process data output
process memory)

Initial HVs for feature P .
encoding Encode Sample HV Classify ‘_Nlth Hamming
distance
(Item memory)

Fig. 2. Inference process of the HDC algorithm executed on the test device

integer or binary HVs. Should a subtraction cause the MAX, of the output HV to become zero, the corresponding
subtraction operation is aborted.

Majority rule: To binarize an integer HV with a MAX, value, any element in the integer HV whose value is less than
(MAX,/2) is zeroed and any element greater than that becomes one. But, if an element’s value is equal to (MAX,/2),
then either zero or one is chosen at random to replace it. The resulting binary HV is the output of the majority rule.

Note that the above operations do not change the dimensionality of the HVs. The elemental XOR operation is also
known as binding. When an HV is bundled with another HV, those HVs undergo elementwise addition followed by
the majority rule. When an HV is bundled out of another HV, those HVs undergo elementwise subtraction followed by
the majority rule. These binding and bundling operations are used by the inference process shown in Figure 2, and the
training process shown in Figure 3. Both processes start by accessing the initial set of HVs used to generate a sample
hypervector (HV) by encoding the input data (or input image). While training, this sample HV and the input data’s
label are used for building class prototype HVs. Whenever inference occurs with input data, these class prototype HVs
built from the training process and the sample HV of the input data are used to generate the inference output. The key
subprocesses in an HDC inference are the Encode and Classify blocks, and the key subprocesses in HDC training are
the Encode, Build class prototype and Classify blocks, which are marked with a red outline in Figure 2 and Figure 3.

These subprocesses are further explained in the following subsections.

1.2.1 Encode. First, input data that is a greyscale image with the pixel values [0, 255] is obtained. Second, the encoding
involves binarizing all pixel values of the input data. The binarization process involves changing the pixel value to 1 if

it is greater than zero. Each pixel has an HV representing it (HVp;x ). The HV,;x for the pixel with value 0 is represented

HDC Build class prototype

R . Inference
HVs, ie,, training

output

Key sub- Input Input
process data label

training
process (Associative memory)

4

Initial HVs for feature . . .
encoding Encode Sample HV Classify x.wth Hamming
distance
(Item memory)

Fig. 3. Training process of the HDC algorithm executed on a PC

>
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‘ Step 1: Get input image ‘ ‘ Step 2: Binarize pixels ‘ ‘ Step 3: Select pixel
HV represent pixel 0 HViy is HVg or HV; All 1 valued pixels are
HV; represent pixel 1 depending on the value pixels/points of interest
HV,yix represent pixel HV of the pixel chosen (POIs)

Pixel value _ 255 Pixel value Pixel of interest (POI) .

\ Step 4: Select patch \ \ Step 5: Get POI position \ \ Step 6: Get sample HV \

y

18] « HV}, = Bind(

HVpix(Ix,ly), HV1y, HVIy)

(x,y) are global
position of pixels
within image

* HVp = Bundle HVj, of all pixels
inside the patch with each other

(Ix,ly) are local position
of pixels within patch

« HV; = Bind(HVp(x,y), HVy, HVy)

HV), represent Ix HVpiX(lx,lyf) tu;ction ! HV, represent x HVp(x,y) gives local ° Sample HV = Bundle HV[ of all
gives HV ;, for the pixel feature of patch centered .
H 1 P
Yy represent ly at (Ix,ly) [ HLVy Topresent y around POI at (x,y) POI with each other
. greees (0,0) ;
Patch of interest : 7.4 X

Fig. 4. Encode subprocess of the HDC algorithm using 28x28 pixel greyscale image as input data

by HV;. The HVj;y for the pixel with value 1 is represented by HV;. Third, the pixels (or points) of interest (POI) are
selected from within the binarized image pixels. Here, we chose pixels with value 1 as POI [53].

Fourth, the binary value of that POI and its neighbouring pixels are transformed into a patch HV (HVp) to get the
local feature of that POL In our case, the neighbouring pixels form a patch of 7x7 pixels, with POI at its center. Each
pixel within this patch of interest is used to calculate HVp. Let Ix and ly be the position (coordinates) of these pixels
within the patch. Then the HV of these pixels is given by the function HV,;.(Ix,ly). Each Ix has an HV (HVjy) to
represent it and each ly has its own HV (HV;) representing it. Binding HVpx (Ix, ly), HVix, HV;y provides HV},,, which
is the feature of the pixel at (Ix, ly) within the patch. The HVj, of all the pixels within the patch of interest are bundled
with each other to form HVp, which is the local feature associated with the POI.

Fifth, the x and y representing the position (coordinates) of the POI within the entire input image (global position) is
obtained. Each x has an HV (HV;) to represent it and each y has its own HV (HV,) representing it.
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| Ten class prototype hypervectors with their labels for classification (P['label']) |
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output (H['label']); Bubble size scales with H['label'] value

Fig. 5. Classify subprocess of the HDC algorithm for ten-digit (MNIST) classification

The HVp undergoes one more transformation into image HV (HV}) to factor in the global position of the POL Let the
HVp for a POI at position (x,y) be given by the function HVp(x, y). Then HV; is obtained by binding the HVp(x, y),HVy
and HV,,. The HV; of all the POIs are bundled with each other to generate a sample HV, that represents the entire input
image. Obtaining sample HV marks the end of encoding input data. The steps associated with the encode subprocess
are also shown in Figure 4. The algorithm uses native hyperdimensional arithmetic vector operations [53] end to end,
without relying on other algorithms such as neural networks. The transformations above use a pseudo-randomly
generated initial set of HVs, which are HVy, HVy, HV, H Viy, HV:, and HVy, and remain constant throughout the model’s
lifetime. The memory containing this initial set of HVs is called item memory [54]. This encoding subprocess is the

proposed framework in [53], which can be conferred for more details.

1.2.2  Classify. Classify uses binarized class prototype HVs, obtained from the Build class prototype subprocess, for
HDC inference. Classify involves obtaining the sample HV from the Encode subprocess and calculating the Hamming
distance between this sample HV and each of the class prototype HVs. The pair with the lowest Hamming distance
is said to be highly similar, and the class of the class prototype HV in that pair is the predicted class or label. The
set of Hamming distances calculated between these pairs forms the prediction output, which, with the predicted
label, forms the inference output. Hamming distance between two binary HVs is calculated by applying elementwise
XOR operation on them and counting the number of 1s in the output HV. For more information on operations such as
elementwise XOR and counting 1s, please refer to Section 2 of [54]. The classify subprocess for identifying the class or

label associated with the encoded input data (sample HV) among ten classes is shown in Figure 5.

1.2.3  Build class prototype. Class prototype HVs, also known as class HVs are generated from the input labels,
sample HVs and inference output available during training. Datasets for training contain both the input data and
the corresponding label or class assigned to that input. Each class has a corresponding class prototype HV. They are
initialized by bundling all the sample HVs belonging to the corresponding class with each other. While training, each

sample HV generated from the MNIST training dataset once again gets bundled with the corresponding class prototype
Manuscript submitted to ACM
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Evaluating efficiency and reliability improvement by HDC dimension reduction 7

HYV if the input label disagrees with the predicted label. Meanwhile, this sample HV is also bundled out of the class
prototype HV corresponding to the predicted label. But, when the prediction label agrees with the input label, no
operation takes place. This process can be iterated for multiple epochs until the desired model accuracy is reached. After
each epoch, the class prototype HVs are binarized using the majority rule and used for inference during the next epoch.
The memory containing these binarized class prototype HVs is called associative memory [54]. For more information,
confer Section 2 of [54].

1.3 Hypothesis

We hypothesize that, for a given neutron spectrum [23] , decreasing the runtime chip area and execution time used
by the HDC algorithm through reducing its dimensionality will decrease the chances of a neutron-induced bit-flip
impacting the inference output. This would thereby improve the reliability and efficiency of the inference. Arguments
partially supporting our hypothesis can be found in the NN related works [15, 47], which also associate runtime chip
area and execution time, later defined as vulnerable area-time factor (VAT) in this work, to reliability. On another
note, a previous work [39], which studied dimensionality reduction in terms of accuracy and input data distortion
using computer simulations, found the accuracy of lower dimensional HDC to be maintained closer to that of the
higher dimensionalities and recommended dimensionality reduction for hardware implementation of HDC due to the
associated beneficial chip area and power reductions. By contrast, we implement dimensionality reduction through
software changes and verify its impact on reliability and efficiency using real-world experiments on a low-power,
bare-metal COTS device. Thus, this previous finding and our work are complementary.

The intuition behind our hypothesis can be obtained by imagining a fishnet to catch fish. The bigger the fishnet
cast and the wait time, the more fish could be caught. Here, the fish represents a neutron, the fishnet represents the
runtime chip area, and the wait time represents the execution time. The key difference between this scenario and our
hypothesis is that ‘catching fish is usually favoured while catching neutrons is not!” So we reduce the runtime chip area
and execution time as much as possible.

While the following argument could be applied to any radiation particle that is capable of inducing soft errors when
it strikes, we will consider neutrons and that a single such particle can create soft errors, independent of other such
particles [36]. Consider an HDC inference executing in our test device, consuming an average runtime chip area of a,
during its execution time ¢,. Let the probability of a neutron impacting the HDC inference by interacting with the chip
area a, within time z, be E,,. Then, the probability of the same neutron not impacting the inference is E, = 1 - E,,.If N is
the total number of neutrons to pass through a, within ¢, then the probability of none of those neutrons impacting the
inference is (E,)", while the probability of at least one of those neutrons impacting the inference PE,, is the probability
complement of none of those neutrons impacting the inference; i.e., PE, = 1 — (E,)N. Thus, reducing this probability,
PE,,, is beneficial. Here, we assume E,, N € R;0 < E,, < 1;and N > 0 for all practical purposes. Hence, PE, scales with
N as increasing N decreases (E,)", causing its complement PE,, to increase.

For a given neutron spectrum, let ¢,, be the overall constant neutron flux [23] in the environment containing the test
device, which is the number of neutrons that pass through a unit area within a unit of time. Hence, multiplying flux
¢n by chip area a, and time ¢, gives us the number of neutrons of interest; i.e., N = ¢, X a, X t., where we assume
¢ns ar, te € R and ¢, ar, t. > 0 for all practical purposes. Let the VAT, theoretically denoting the vulnerability of HDC
inference to chip area a, and time ¢, be given as a, X t,. Then, N = ¢, X VAT. Therefore, decreasing VAT would

decrease N, consequently scaling down PE,, which is beneficial. We propose reducing both a, and ¢, via dimension
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reduction in the HDC algorithm to reduce VAT. We expect the reduction in VAT to decrease the susceptibility of HDC
inference to soft errors, which is experimentally observed as a reduction in soft error cross-section.

The surface area of the chip to which the HDC inference algorithm is vulnerable and exposed during the execution
time ¢, is not a constant as the data associated with the algorithm gets processed by different parts of the chip during
execution. Thus, the vulnerable runtime surface area associated with the HDC inference changes with time and can
be represented as a (t), which is a function of time ¢. Then VAT = /[fz a (t) dt, where t; is inference execution start
time, ¢, is inference execution end time and t, — #; = t,. However, obtaining a (¢) directly requires extensive analysis of
the proprietary parts and implementation details of the exact test device, which are typically unknown to application
designer [36] and may not apply to other types of devices executing the same inference. Hence, we made a reasonable
assumption that the HDC algorithm’s total memory consumption is directly proportional to a, and used this assumption
to show the reduction of a, due to dimension reduction in HDC. This assumption is applicable for a variety of COTS
devices, as storing more bytes in the memory utilizes more circuitry on the chip [17].

We experimentally verified our hypothesis by executing the HDC inference algorithm on the bare-metal test device
using a single process CPU core inside the radiation chamber at the Chiplr facility, including all components of HDC
inference model in our real-world radiation experiment. The facility uses a neutron beam [11, 13] with the spectrum
like the one referenced in JEDEC JESD89B:2021 standard document [23]. We measured the CPU cycles and energy
required for executing the entire HDC inference algorithm to perform efficiency analysis. At least two different HDC
dimensions are required to evaluate our hypothesis. We selected 10000 (10k), which is widely used among the HDC
community, and 1024, due to its prevalent use in computing standards, including the RISC-V [49] architecture and
Intel’s vector extensions [22]. The evaluations were limited to two values for the HDC dimensions due to cost and time

constraints for neutron beam time usage at Chiplr.

2 STATE-OF-THE-ART

Multiple studies [38] have been conducted to analyze the reliability of HDC against bit-flips using Simulated Fault
Injection (SFI) [51] as the error source. This is often limited to the associative memory [54] and might not include item
memory [54] or other compute units such as the registers and circuits used during the HDC computations [38].

For instance, [5, 60] uses SFI to assess the robustness of HDC models to associative memory errors. They also propose
error-masking schemes, which involve zeroing the susceptible bits. This requires error detection techniques to identify
the bit-flips, which can add additional overhead. Others [27, 34, 45, 46, 57] use SFI to simulate memory failures and
assess their impact on their custom hardware design for HDC, whose results might not be compatible with COTS
devices due to differences in the hardware designs.

DependableHD [33] is a training framework to improve reliability against bit-flips. They use SFI in their simulated
custom hardware for assessment. They propose the margin enhancement technique for risky predictions and introduce
random noise during training for reliability improvement. DependableHDv2 [34] adds the dimension-swapping tech-
nique to DependableHD for handling stuck-at errors in memory by swapping the elements in all the base and class
HVs post-training and may not be suitable for all types of HDC models. HyperMetric [57] is another framework that
introduces their approximate encoding technique and updates both the encoder weights and class HVs during training.
They showed HyperMetric to perform better than their baseline with voltage-scaled, SRAM-induced bit-flips in their
simulated hardware implementation using SFL

ScaleHD [59] is a software technique applied once to the HDC model post-training, assessed using SFL It scales the

values of the elements in a HV to reduce the relative error due to a bit-flip in a given position. However, it may not be
Manuscript submitted to ACM
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Evaluating efficiency and reliability improvement by HDC dimension reduction 9

applicable if the elements in a HV are binary. StocHD [45] is an end-to-end system for HDC that includes learning over
raw data without expensive pre-processing. It mathematically defines stochastic arithmetic over HVs and uses HDC
data representation throughout its solution. They subjected their models with two different dimensions to the same
levels of memory errors. Their results suggest that a higher dimension translates to lower quality loss and, thus, higher
reliability against memory errors.

A study focusing on the effect of precision of the elements in HVs and the dimension of HDC on robustness suggests
using vectors with lower precision and higher dimensional representation for more reliability against bit-flips [18].
While [60] also suggests using lower precision, such as 1-bit (binary), they found the lower dimensional representation
more reliable against bit-flips. This contrast in observation prompts the need for real-world experimental results to
validate simulations, which, to the best of our knowledge, we are the first to provide in this work with particle radiation,
in the form of neutron beams, as the source of these bit-flips in HDC inference.

The above works do not directly consider the runtime chip area and execution time in their reliability against bit-flips
analysis, which are important factors when particle radiation is the source of bit-flips. In our radiation experiment,
these factors are considered via placing the whole test device executing HDC inference inside the radiation chamber.
Thus, our key contributions to the state-of-the-art through this work include the following: introducing dimension
reduction as a software optimization to improve HDC’s efficiency and reliability against soft error-induced bit-flips in
COTS devices; introducing and theoretically analysing our hypothesis; experimentally verifying our hypothesis by
executing the HDC algorithm in a low-power, bare-metal COTS test device under the atmospheric-like neutrons in the
radiation chamber at the Chiplr facility in the UK, analyzing the output from the radiation experiment, and measuring
the execution energy and execution time of the HDC algorithm using the test device; and finally, publishing the data
associated with this work [25]. More information about the methods involved in the execution time and execution
energy measurements for efficiency analysis and the radiation experiment are in the next section, the results from the
measurements for efficiency analysis and the radiation experiments for reliability against soft error-induced bit-flips

analysis along with their implications are in Section 4, and the conclusion is in Section 5.

3 METHODOLOGY

This section contains information about the software and hardware setup used for the measurements and experiments.
The results of those measurements and experiments are presented and discussed in the next section. We use two versions
of HDC algorithm (case study versions), one with 10k dimension (HDC10k version) as a baseline, whose inferences are
more probable to be impacted by soft error-induced bit-flips than the other with 1024 dimension (HDC1024 version),
due to the difference in their execution time and memory consumption (runtime chip area). Apart from the dimensional
change, both case study versions are the same and were designed and trained using C-language. The HVs are stored
using 32-bit half-words in memory. Each HV in HDC10k uses 313 half-words, while HDC1024 uses 32 half-words. The
bits in these half-words are processed one bit at a time using bit-wise operations. As an HV of the HDC10k does not
perfectly fit within 313 half-words, the remaining 16 bits of the last half-words are not considered and no processing on
these bits is performed.

We used the MNIST [31] database for our analysis to be in line with several other HDC related works [7, 18, 27,
34, 38, 39, 57, 59]. The case study versions were trained using the MNIST training dataset and their accuracy was
evaluated on a PC outside the radiation chamber. The model accuracy was calculated with the entire MNIST test dataset
for both the case study versions. The HVs from training are then compiled with the C-implementation of the case

study versions to generate HDC inference executables for the test device with the Segger compiler [3]. To manage the
Manuscript submitted to ACM
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10 Anuj, et al.

radiation experiments within the provided beam time constraints (cf., Section 4.2), 10 images from each of the 10 classes
were randomly selected from the MNIST test database and used for evaluating both case study versions. These 100
evaluation images were used as inference input throughout the following experiments and analyses. The evaluation
images were stored in the INPUT database of MongoDB using a Python script.

The low-power, bare-metal COTS test device used for executing the case study versions is the Nordic nRF52840
DK [2], which contains a single ARM-based Cortex-M4 processor operating at 64 MHz without an operating system (OS).
The efficiency of inference with both case study versions was analyzed outside the radiation chamber by measuring
their execution time and energy consumption in this test device. The process or execution flows used by the programs
running in the test device are implemented as a single software process/thread, where the instructions are executed

consecutively.

3.1 Execution time measurement

The execution time required for executing an HDC inference was measured in CPU cycles. The number of CPU cycles
required for inference was measured using the Data Watchpoint and Trace Unit (DWT) [1] available in the test device.
It consists of a 32-bit register whose value increments for each CPU cycle when enabled. This register can overflow
when measuring events that progress beyond a certain time period. Hence, the approximate start and end timestamps
of such events are collected and combined with the value of this register for a more accurate CPU cycle count of such
longer executing events. The time in CPU cycles when divided by the CPU frequency value gives the time in seconds.

To automate the collection of execution time data from the test device for both the case study versions using all
the evaluation images, a control script was developed with the Python language. The case study version of interest is

selected via a configuration file, which the control script uses to program the test device after it is started manually

Program the test device %

with the selected HDC . .
version for inference Request input image |

and wait until reception |

Start test algorithm

-
¢ Initiate the CPU cycle Send output
Input Wait for a Log the 'invalid counter to zero (counter value)
reqlllesl communication from communication' ¢ T
received .
\ the test device (—| -
7} Execute the HDC Collect the CPU cycle
Store the output in the inf (E de) " 1
corresponding HDC inference (Encode counter value
version's database
. Send the next
Y evaluation evaluation image from (
images INPUT database Collect the CPU cycle Execute the HDC
sent?, : :
counter value inference (Classify)
Send output « | Initiate the CPU cycle
>
N N (counter value) counter to zero
(a) Program flow used by the control script executed on a PC. (b) Program flow used by the test device.

Fig. 6. Program flows used for the execution time measurement.
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Evaluating efficiency and reliability improvement by HDC dimension reduction 11

on a PC. Once the test device is programmed, the test device is reset to start the programmed test algorithm. The test
algorithm requests an input image for HDC inference. The control script receives this request and sends an image from
the evaluation images. When all the evaluation images are sent, the analysis is complete. For each HDC inference, the
test device sends two CPU cycle values, one for the Encode process and another for the Classify process (cf., Section 1.2).
They are added together to get the total execution time of the HDC inference process. The program flow of the control

script is shown in Figure 6a and the corresponding test algorithm running on the test device is shown in Figure 6b.

3.2 Execution energy measurement

The power supplied to the test device was monitored using a Joulescope [24] while executing the inference algorithm
for energy measurement in Joules. Joulescope samples both the current and voltage over time to provide the energy
consumption values. The external DC power supply, a Multicomp pro MP710078 [41], was used to power the test device
via the Joulescope during the energy measurements while keeping the input voltage fixed at 3 V. A USB interrupter
module was used to interrupt the flow of power through the direct USB connection between the test device and the PC
conducting the analysis when needed, as the USB power can interfere with the energy measurements. The PC controls

the Joulescope and the test device during the execution energy analysis through USB connections. The PC also controls

Start control script

Fetch an evaluation

Test algorithm

N

Send 'Start interrupt'

image from INPUT [« < signal
database I
— Execute the HDC
Compile the test inference (Encode)

algorithm with the
evaluation image and A I

the selected HDC Send 'Stop interrupt'

version for inference .
— 3 -

evaluation
image?

End the analysis

Program the test device i : '
Collect samples from Start test algorithm| |€— and disconnect it from Send St?n LEny
Joulescope signal
USB
A I
Execute the HDC

Start Stop End inference (Classify)

A interrupt interrupt interrupt
received received received
2 8
: Send 'Stop interrupt'
signal
Start accumulating Pause accumulating End accumulating A I
samples samples samples Send 'End interrupt'
A signal

<
<
I

Store the statistics from the accumulated samples in the corresponding HDC
version's database and reestablish test device USB connection

Test algorithm end

(a) Program flow used by the control script executed on a PC. (b) Program flow used by the test device.

Fig. 7. Program flows used for the execution energy measurement.
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USB interrupter - - - ----- ) PC ]

A
Enable/Disable

Legend

Joulescope

Fig. 8. Hardware setup used for execution energy measurement.

the USB interrupter module via the general-purpose I/O (GPIO) pins available in the Joulescope. The entire hardware
setup for measuring the execution energy of HDC inference is shown in Figure 8.

A control script was written using the Python language with the program flow shown in Figure 7a and it is used
to automate the execution energy data collection for each of the case study versions. The script works with the test
algorithm, whose program flow is shown in Figure 7b. The test algorithm runs on the test device to measure the
energy consumed by the Encode and Classify subprocesses of an HDC inference, which are combined to provide the
overall energy consumption of an HDC inference. Once the case study version to analyse is selected, it is entered
into a configuration file that the control script reads when it is manually started. Then, it fetches an evaluation image
from the INPUT database and compiles it with the selected case study version to generate a test algorithm. The test
device is programmed with the compiled executable. The direct USB connection between the PC and the test device is
disconnected by enabling the USB interrupter via the Joulescope, and the test device resets to start the test algorithm.
Now;, the samples from the Joulescopes are recorded continuously, which includes the energy measurements and the
status of its GPIOs. The test device sends the Start and Stop interrupts to a GPIO before and after the Encode and Classify
subprocesses of the HDC inference. Here, the Start interrupt is a falling edge interrupt and the Stop interrupt is a rising
edge interrupt. The samples are analysed and only the energy measurements between the Start and Stop interrupts are
accumulated to calculate the energy consumed by the Encode and Classify subprocesses, together providing the total
energy consumption of an HDC inference.

The Joulescope has a sampling rate of 2MHz. The latency of the test device, data lines and the associated sampling
error are analyzed in another work by Huybrechts et al. [20]. From this work, it is established that the sampling error
impact decreases with increasing task length, i.e., execution time. Hence, we consider the multi-second execution time
for inferences compared to the microsecond sampling times to make sampling errors insignificant (cf., Section 3.4.3
in [20]). The analysis for the executable ends when the End interrupt (a rising edge) is detected on another dedicated
GPIO of the Joulescope. The direct USB connection between the PC and the test device is reestablished by disabling
the USB interrupter via the Joulescope. Once again a new image from the evaluation images is selected and the whole

process repeats until no further evaluation images are left.

3.3 Radiation experiment

Once the test device is placed inside the radiation chamber, the executable and input images for inference are fed in
via USB-ethernet connectors from a control server (PC) outside the radiation chamber. This is made possible by the
USB-LAN extender system from ADI Icron [4], powered by a programmable power supply. The USB-LAN extender has
a local and remote unit connected by ethernet through the facility’s ethernet ports. Inside the radiation chamber, the

Manuscript submitted to ACM



625
626
627
628
629
630
631
632
633
634
635
636
637
638
639
640
641
642
643
644
645
646
647
648
649
650
651
652
653
654
655
656
657
658
659
660
661
662
663
664
665
666
667
668
669
670
671
672
673
674
675

676

Evaluating efficiency and reliability improvement by HDC dimension reduction 13

Test device
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Fig. 9. System block diagram representing the radiation experiment setup.

USB-LAN
(local extender)

B W

[

Control server (PC) 0
A

[External power supply ]

Data -€—>» Power ~----> |

USB-LAN remote extender powers the test device while remaining shielded from the neutron beam along with the

programmable power supply and the facility’s ethernet ports. The control server can control the test device via JTAG

and power-cycle it when needed, while also collecting the experimental output from the test device and storing it in the

corresponding database. Various processes running on the control server, associated with the radiation experiment, are

automated using a control script written in Python. The experimental setup is depicted in Figure 9. The program flows

used during the radiation experiment conducted at the Chiplr facility in the UK are shown in Figure 10.

<
<

A

Start control script ’

Log the 'invalid
information’

Store valid output in the
corresponding HDC

"

version's database

Y
pload test Input
algorithm? request? Output
received?
Y
\ 4 .
Upload the algorithm to Pass an evaluation
the test device image from INPUT
ﬁ—’ database Data
received
. 9
L |[Start test algorithm Wait until the end of L
polling interval 100ms
<
<
Interrupts/
exceptions /~ No
? ¥

End control script

(a) Program flow used by the control script executed on a PC.

Soft reset / power cycle

issues?

Test algorithm

Initialize/reset run
count

Request input image
and wait until valid
reception

Execute the HDC A
inference
A send output
A

Increment run count

(b) Program flow used by the test device.

Fig. 10. Program flows used by the radiation experiment at Chiplr
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Control server (PC)
External
power

supply

Local
extender

Remote
extender

Test device

Parts of the experimental setup Inside radiation chamber

Fig. 11. Radiation experiment setup at Chiplr.

The control script and the corresponding test algorithm on the test device work in tandem during the radiation
experiment. The program flow associated with the control script is shown in Figure 10a and the program flow associated
with the test algorithm running on the test device is shown in Figure 10b. The control script reads the configuration file
to: (1) select the executable of the test algorithm, (2) the database to store the experimental output, and (3) other such
parameters for each case study version. Each executable of the test algorithm contains only one of the HDC versions.
Thus, only one case study version is tested by the test device at a time. As it is not advisable to program the device
while the neutron beam is active due to a fire hazard, user intervention is required by the control script to program the
test device. Once the test device is ready, the test algorithm on the test device is started. The control script exits if any
user interrupts or unhandled exceptions occur during the experiment. A soft reset through JTAG or power cycling
via the programmable power supply is used to recover the test device from communication issues or unresponsive
behaviour. If the test device is working as expected, then the control script checks for any data received from the test
device. The real-world experimental setup at Chiplr is shown in Figure 11.

If the information in the data is a request for input, an evaluation image from the INPUT database is sent to the test
device. Transferring the input image to the test device uses up experimental time that cannot be used for evaluating the
HDC algorithm under radiation (i.e., useful beam time). To reduce neutron wastage, the minimum useful beam time is
recommended to be 80% of the total beam time at Chiplr. To further reduce neutron wastage, we managed to keep the
useful beam time at around 97% of the total beam time with both the case study versions. This was achieved by running
one inference per transmitted input (i.e., #n = 1) for the HDC10k version and 20 sequential inferences per transmitted
input (i.e., #n = 20) for the HDC1024 version, while also allowing us to transmit all the evaluation images within the
allocated beam time.

If the information indicates that the device is sending output, then that is logged in the corresponding case study
version’s database. The test device sends output data after each inference as it is needed for analysis. This data includes
the inference output (cf., Section 1.2.2) but does not include any HVs to reduce the output transfer time (communication
overhead), which rendered this communication overhead insignificant. After sending all the output data, the test device
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Table 1. Average + Standard deviation statistics of resource consumed by HDC10k and HDC1024 versions in terms of execution
time (billion (or) giga (or) 10° CPU cycles @ 64 MHz) and execution energy (Joules), measured using all the evaluation images

Measurement (Sub)Process HDC10k version HDC1024 version Reduction
Encode 7.20 £ 1.92 0.40 £ 0.10 94.4%

Execution Time (Giga-cycles) Classify 3.80e-3 + 1.68e-8 0.44e-3 + 0.58e-8  88.4%
Inference 7.20 £ 1.92 0.40 = 0.10 94.4%
Encode 292 +£0.74 0.18 £ 0.05 93.8%

Execution Energy (Joules) Classify 1.60e-3 + 1.03e-6  0.21e-3 £ 9.33e-6  86.8%
Inference 2.92+0.74 0.18 + 0.05 93.8%

sends another input request to the control script. If the information from data sent by the test device is invalid, it is
logged. Finally, the control script waits until the end of the predefined polling period of 100 ms and repeats the process

from checking for user interrupts.

4 RESULTS AND DISCUSSION

Any percentage of improvement/increase or reduction/decrease in a parameter is calculated using two values, the

baseline value — changed value
baseline value

calculating the percentage change between HDC10k and HDC1024, the value associated with HDC10k is the baseline
value and the one with HDC1024 is the changed value.

baseline value and the changed value, using the default formula X 100%. In our case, when

#X = changed value

baseline value’ where the

When changes are represented in #X times, the default formula used to calculate
changed and baseline values are similar to the ones described above. However, in the case of efficiency improvement
changes, an increase in execution time, execution energy or memory consumption is associated with a decrease in
efficiency. Similarly, the reliability improvement changes are considered inversely proportional to soft error cross-section

baseline value
changed value

We assume a, to be directly proportional to the total memory consumption of the HDC inference executable

and Failure In Time (FIT) values. Due to this inverse proportionality, #X = is used for #X times calculation.
(ay < memory consumption), and use only the memory consumption to calculate the percentage change and #X times
calculations of a, and VAT (cf,, Section 1.3). The compute area used by the HDC inference executable does not contribute
to the a, change, as it is considered static in our COTS test device. All the HVs used by the HDC inference are made
up of half-words and undergo the same operations in both the case study versions. The percentage change and #X
times for VAT are calculated using the value obtained by multiplying the memory consumption with the corresponding

execution time for each case study version.

4.1 Efficiency analysis

Each HDC inference consists of two subprocesses Encode and Classify. The resources consumed by these subprocesses
were measured during each inference and combined to get the resource consumed for that whole inference. Thus, we
get the average and standard deviation statistics of resources consumed per Encode, Classify and inference in terms of
time and energy. The various statistics obtained from the efficiency analysis for an HDC inference calculated using all
the evaluation images are shown in Table 1. The data used for deriving the values shown in Table 1 can be found along
with the published data [25].

As evident from the table, the resources consumed by Encode are orders of magnitude higher than Classify, con-

tributing towards more than 99.9% of the resources consumed by an inference. Hence, further optimizing the encoding
Manuscript submitted to ACM
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Table 2. Radiation experiment results of HDC10k version and HDC1024 version

Measurements HDC10k version HDC1024 version
Unique error count 163 18

Irradiated inference count 308 2734

Irradiation time (hours) 9.95 4.78

Irradiated inferences per hour (hours™!) 31 572

Fluence (loloneutrons/cmz) 17.74 6.84

Soft error cross-section (10_1°cm2) 9.18 2.63

Failure In Time (FIT) 11.88 3.40

scheme for efficiency can be highly beneficial. This can be done by leveraging hardware acceleration, replacing the
encoding scheme with an equivalent efficient tiny NN model or using a different encoding scheme. Looking at the
standard deviation values, the Encode subprocess deviates more from the mean than the Classify. This shows that the
resources consumed by Classify remain relatively stable compared to the Encode subprocess between any two HDC
inferences. It is also safe to conclude that the resources consumed by Encode are highly dependent on the input image
used during an inference, as the evaluation image fed as input to the inference is different between any two inferences
during the efficiency analysis. This could be primarily due to different input images having a different number of POIs
and more POIs require more operations during Encode (cf., Subsection 1.2.1), affecting its efficiency.

Comparing the measurements of HDC10k with HDC1024 shows the efficiency benefits and low-energy nature of the
dimension reduction optimization. Due to dimension reduction, the average execution time was reduced by 88.4% for
the Classify subprocess and 94.4% for the Encode subprocess and inference process. The average execution energy was

also reduced by 86.8% for the Classify subprocess and 93.8% for the Encode subprocess and inference process.

4.2 Experimental soft error-induced bit-flip analysis

The errors in the HDC inference during the radiation experiment are counted by comparing the experimental inference
output with the golden inference output; i.e., the inference output obtained by executing the HDC algorithm outside
the radiation chamber. It is considered an error if mismatches exist in these inference outputs for the same test image.
Irrespective of the input data, the same errors in successive inferences executed within the radiation chamber are
counted together as one Unique error and used for calculating soft error cross-section, as the probability of each of
those inferences being affected by additional, distinct bit-flips or neutrons causing the same error in the HDC inference
is assumed negligible. Errors in a series of successive inferences can often be remnants of a single bit-flip’s impact on
the first inference in that series. These errors can be mitigated using techniques such as scrubbing [35], which is out of
the scope of this article.

As per Tables 1 and 2, the execution time of the HDC10k inference is about 18 times longer than that of HDC1024.
Hence, the number of inferences executed (inference count) with HDC10k within a given time period will be about
18 times lower than what is possible with HDC1024. Therefore, the time during which both the case study versions
were executed inside the radiation chamber was varied to achieve a high number of irradiated inferences and Unique
error counts in both the versions for obtaining statistically significant results within the provided ChipIr beam time
constraints. This includes setting the multiple of inferences per single input to one for HDC10k and twenty for HDC1024
(cf., Section 3.3). These results from the radiation experiment are shown in Table 2.
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Beam time constraints: During the radiation experiment campaign, the neutron beams irradiating the test device were
intermittently shut down as the beam source required repairs and maintenance at random intervals. This, combined
with the total allocated access time to the Chiplr facility and manual interventions for pausing the neutron beam and
reprogramming the device, which further required consent from other beam users at the facility as it also impacted their
experiments, added to the constraints. As such, these constraints reduced the total available beam time and prevented
testing multiple and more time-consumingly complex HDC algorithms using the test device.

Due to these constraints, not all the inferences executed by the test device inside the radiation chamber were
irradiated. The irradiated inferences are identified and the irradiation time for the case study versions is calculated by
analyzing the timestamps of the experimental output with the timestamps provided in the neutron logs made available
after the end of the radiation experiments.

The neutron logs are also used to calculate the Fluence [23], which divides the Unique error count to provide the soft
error cross-section values [23] for a given case study version. The soft error cross-section values denote the vulnerability
of the test setup (i.e., the test device and the test algorithm) to the atmospheric-like neutron particles at Chiplr. It
can be seen from Table 2 that vulnerability for HDC1024 is 71.4% lower than the HDC10k, based on their soft error
cross-section values. This lower vulnerability is obtained for negligible tradeoffs discussed in Section 4.4.

The soft error cross-section values can be used to calculate FIT [23], which denotes the number of failures faced by
the device operating for 10° hours. In our case, FIT = sof't error cross section X reference neutron flux per hour x 10°.
Here, the reference neutron flux value of 12.946 cm~2h~1, obtained from the JESD89B standard [23], is used to calculate
the FIT values for terrestrial applications, which is shown for the case study versions in the last row of Table 2. Various
safety standards use FIT values to assess the safety levels of systems in the real world. For instance, the Automotive
standard ISO 26262 [9, 52] requires the FIT values of the system to be no more than 10 to comply with their stringent
Automotive Safety Integrity Level (ASIL) level D (ASIL-D) classification. From our case, if we assume all unique errors to
result in catastrophic failures of interest, then the test setup running HDC10k inference fails to meet the ASIL-D safety
level, but the test setup running HDC1024 inference complies with the ASIL-D safety level, with room to accommodate

even more FIT rates associated with additional systems, if any.

4.3 Triple module redundancy and HDC1024 inference

Further improvement in reliability can be obtained by combining dimensionality reduction with industry-standard
N-Module Redundancy (NMR) [28] techniques, while still consuming fewer resources than the higher dimension HDC
inference algorithm. For instance, we analyzed the execution time and energy efficiency of HDC1024 with temporal
Triple Module Redundancy (TMR) [16, 37, 55], where the HDC1024 inferences are executed with the same input thrice
and the inference output is majority voted (statistical mode) as valid output. On average, this TMR version of HDC1024
consumed 1.1392 billion CPU cycles as execution time and 0.5627 joules as execution energy. Still, this TMR version of
HDC1024 consumes 84.2% less execution time and 80.7% less execution energy than inferencing with HDC10k. TMR
improves reliability, as the probability of the same error occurring in at least two of the three inference executions is
usually much lower. The temporal TMR approach implemented for HDC1024 is comparable to the one proposed by
Esposito and colleagues [16]. However, the voting mechanism was software implemented and inferences were executed

successively.
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Table 3. Overall results and parameters of HDC10k version and HDC1024 version, with their reduction due to reduced dimension

Measurements HDC10k HDC1024 Reduction
Total memory consumption (bytes) 146609 53771 63.3%
Average execution time per inference (Giga CPU cycles @ 64 MHz) 7.20 0.40 94.4%
Memory consumption X execution time for VAT (1014 X bytes x CPU cycles) 10.60 0.22 98.0%
Soft error cross-section (1071%cm?) 9.18 2.63 71.4%
Model training accuracy (trade-off) 97.6% 94.8% 2.9%
Average energy consumption per inference (Joules @ 3 volts) 2.92 0.18 93.8%

4.4 Vulnerable area-time, efficiency and reliability

The dimension of an HDC algorithm was reduced from 10k in the HDC10k version to 1024 in the HDC1024 version.
This decreased a, (memory consumption) by more than 63% and execution time ¢, of HDC inference by 94.4%, causing
an overall decrease in VAT by 98%.

Thus, the probability of neutrons impacting the HDC inference was shrunk, causing the soft error cross-section [23]
to decrease by over 71%. While providing reliability and efficiency benefits, dimension-reduced HDC versions can
maintain accuracies close to that of higher dimension HDC versions [39]. For instance, the difference in accuracy
between the HDC10k version and the HDC1024 version was approximately 2.9%. This tradeoff is probably negligible in
low-power Edge Al applications, as both the execution energy and execution time efficiency improved by about 94%.
Thus, we practically proved our hypothesis from the real-world radiation experiments and efficiency analysis, whose
overview is shown in Table 3. Figure 12 shows the key differences observed between the HDC1024 and the HDC10k,
and the associated benefits of the dimension reduction.

Within the HDC community, higher dimensionality is closely associated with higher robustness, or reliability against
single or multiple bit-flips as the proportion of allowable errors increases with HDC dimensionality [26]. Hence, the

absolute amount of allowable errors (error threshold) will be lower for HDC1024 when compared to HDC10k, which

! Note: Bar heights are normalized with respect to the E

H # HDC1024 HDC10k corresponding combined lola} value in their categf)ry :
' and represent the corresponding version's proportion !
out of that value.

29 7.2
11.9
147
98
] m
[ [~
COMPACT IN SIZE . LOW-POWER FRIENDLY . LESS VULNERABLE EXECUTES FASTER SIMILAR ACCURACY
Memory consumption in . Execution energy in . Failure frequency in . Execution time in giga . Model accuracy in

kilo bytes . Joules . FIT (Failure In Time) . CPU cycles @ 64 MHz . percentage

Fig. 12. Summary of parameters and their difference between Al algorithm versions HDC1024 and HDC10k.
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is a tradeoff. Crossing such an error threshold can lead to mismatches in the predicted label, which must be avoided.
However, we did not observe any predicted label mismatches between the experimental and golden inference outputs
of HDC1024 and HDC10Kk, i.e., the errors were only observed in the prediction output and they were not able to affect
the predicted label (cf., Section 1.2.2). This suggests that neither HDC1024 nor HDC10k surpassed the error threshold,
enabling inferences to execute without predicted label mismatches during our radiation experiments. The dimension
reduction for HDC1024 further reduces the number of bit-flips leading to errors, in turn reducing the probability of a
scenario where HDC1024 crosses the error threshold under radiation.

Due to the holographic representation, when bits fail, the information degrades in relation to the number of failing
bits irrespective of the position [26], and in some cases, reducing the factors such as execution time might not beneficially
sway the absolute number of bit-flips affecting an HDC inference. Such cases can include readout or stuck-at errors in
memories [38, 57], due to factors such as voltage over-scaling, and could benefit from higher HDC dimensionality. Even
then, considering our case study versions, industry-standard techniques such as TMR could be a viable alternative, as
they can be coupled with a lower dimension HDC1024 version to improve reliability while consuming less than 20% of
the resources required for computing an inference with a higher dimensional HDC10k version.

Encoding schemes can also play a major role in improving the inference reliability against soft error-induced bit-flips.
As also indicated in [46], encoding consumes more resources and can be optimized to reduce their execution time and
runtime chip area; i.e., VAT. Should a bit-flip impact an HDC inference, the encoding scheme can still be beneficial in
reducing that impact’s effect on inference accuracy (to stay within the error threshold) by furthering the holographic
representation of the HVs used and generated by it. This reduces the chance of a bit in a HV being more dominant than

others, leaving no significant bits to flip.

4.5 General applicability

Others have studied dimension reduction [8, 58] using various datasets, including ISOLET, Fashion-MNIST, CTG, HAR,
EEG, ERP, and the Parkinson’s Disease digital biomarker DREAM challenge (PD Challenge), as well as the MNIST. They
study various aspects of dimension reduction, for instance, the model accuracy and noise robustness. The study by Yan
et al. [58] states that if the HV dimension d is sufficient to represent a vector with K classes (in particular, d > log,K),
then the lower the dimension, the higher the accuracy. Another study by Basaklar et al. [8] presented a technique
to minimize dimension while maintaining accuracy and improving robustness to noise in terms of the dissimilarity
between class encoders. They also report other studies associated with dimension reduction. These studies could be
used to potentially mitigate the tradeoffs reported in our study or even turn those tradeoffs into benefits.

The above studies associate lower dimensions with higher execution efficiency, which is in line with our observation.
Due to beam time constraints explained in the third paragraph of Section 4.2, and the high costs associated with
radiation experiments, we could not test several dimensions with various datasets. However, we tested two different
dimensions of the HDC algorithm trained using the MNIST dataset, which showed that dimension reduction improved
the reliability against radiation while considering the perturbations (i.e., mismatches) in the inference output. This
perturbation is due to the soft error-induced bit-flip affecting the bits in HVs used by the HDC algorithm. When bits
fail, the information degrades in relation to the number of failing bits, irrespective of their position [26] in an HV. This
is applicable to HDC in general, irrespective of the dataset used for training. Such information loss likely decreases the
reliability of the HDC inference output.

The chance of a bit failing within an HDC inference execution increases as more neutrons pass through the device

within the execution time of an inference, measured in fluence. Within a given neutron flux, this fluence per inference
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increases as the execution time increases. The complexity analysis of our HDC inference algorithm with respect to the
dimension (N) revealed that both the memory in bits and the execution time required by a HDC inference increases
linearly with N, i.e., our HDC inference algorithm has O(N) complexity [6]. Hence, as the HDC dimension increases,
the fluence per inference also increases, providing more neutrons to cause a bit-flip. Besides, the number of bits and the
associated chip area usage [17] also increase with HDC dimension, which also contributes to the overall increase in the
total number of neutrons impacting an inference, along with the increased execution time. This increases the chance of
a bit failing within an inference due to neutrons, causing the reliability to decrease as the dimension increases. This is
in line with our observation, and we expect this argument to hold even for a different set of dimensions within any
given dataset. Experimentally verifying this argument for different dimensions and datasets, and finding the exact
relationship between HDC dimension and reliability, requires additional radiation experiments, which are out of the
scope of this work.

The test device chosen for the experiment also influences the observations. Hence, we chose a COTS processor, which
has a general-purpose computing architecture, representative of the hardware used by a wide range of applications. For
instance, the test device used in our experiments is based on the Cortex-M series of processors, which are typically used
as microcontrollers for deeply embedded applications and targeted for intelligent edge devices [30]. The Cortex-M series
is also the most popular family of low-power processors used in embedded wearable devices [8, 56]. These processors
have several hours of lifetime with a small-scale battery, but they also have a resource-constrained architecture [56].
Hence, the effect of the test device in our experimental observations applies to a wide range of real-world low-power
applications. Besides, experimenting with multiple test devices requires additional radiation experiments, which are out

of the scope of this work (cf., Section 4.2).

5 CONCLUSION AND FUTURE WORK

As evident from the reliability and efficiency measurements supporting our hypothesis, a higher HDC dimensionality
does not translate to higher reliability or robustness for mitigating the probability of a soft error-induced bit-flip affecting
HDC inference. We validated our hypothesis by reducing HDC dimensionality from 10k to 1024 and conducting real-
world experiments. For a negligible accuracy and error threshold tradeoff, which could be potentially mitigated further
or even be turned into a benefit (cf., Section 4.5), we observed an 18 times improvement in execution time efficiency, a
16 times improvement in execution energy efficiency, and a 3.5 times improvement in inference reliability against soft
error-induced bit-flips under neutron radiation (as soft error cross-section and FIT). These benefits are important in
Edge Al applications where resources are limited and need to operate reliably.

The radiation experiment was performed with the neutron particle-based beam available at the Chiplr facility, making
the results applicable at terrestrial and space levels since they are more realistic than several other fault injection-based
methods [51]. The results are published [25] as they are costly to obtain and seldom available [36]. This can assist in
validating the simulation parameters when using SFI-based HDC analysis.

Dimension reduction can be obtained by pruning a trained higher-dimension HDC model into a lower-dimension
HDC model using approaches such as ’dimension-wise sparsity’ [21] to avoid retraining the model from scratch. The
dimension reduction can be coupled with standard redundancy techniques, such as TMR [55], for further improvements
in the reliability of the HDC algorithms while consuming fewer resources than algorithms with higher dimensionality.
Instruction Set Architecture (ISA) such as RISC-V [50] defines how the software and the hardware interact in a CPU or
a family of CPUs and it’s usually standardised. In future work, we plan to apply such standard ISA vector extensions

for HDC computation and study the effect on HDC inference reliability.
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Future radiation experiments with various HDC dimensions will improve the statistical significance of our results
and aid in analyzing the relationship between HDC dimensionality and reliability against soft error-induced bit-flips.
This relationship can aid in developing more accurate error models for easier reliability assessment of a given HDC
model through simulation. Currently, VAT estimates can indicate whether the dimensional changes introduced in the
HDC inference will increase or decrease the soft error cross-section, without requiring radiation experiments. However,
future analysis of radiation experiment results could also provide more insights into the exact relationship between
VAT, unique errors, memory consumption and soft error cross-section, and devise more effective methods to estimate
VAT and a,, which should also consider the compute area and the soft error sensitivity of various parts of the chip.
This can be achieved by further analyzing the computing resources used for each phase of the HDC algorithm. Using
a variety of datasets for HDC inference during radiation experiments could demonstrate the broad applicability of
dimension reduction for reliability against soft error-induced bit-flips. Future radiation experiments could be improved
to detect more error types during analysis for broadening our understanding of the impact of soft error-induced bit-flips
on HDC inference. Those experiments can be conducted at various test facilities with different test devices to cover
various test conditions.

Future encoding schemes can utilize bio-inspired near-sensor signal processing [32] or other techniques for optimal
performance of the Encode subprocess to improve the HDC efficiency, accuracy and reliability. Such an efficient
encoding scheme can still be combined with the dimension reduction for reliability against soft error-induced bit-flips

and efficiency of HDC inference as the optimization also impacts the Classify subprocess.
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